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Abstract 

The limited involvement of underrepresented groups, 

vulnerable and marginalized populations in the design 

research of privacy-enhancing technologies, limits 

current controls to meet the needs of WEIRD user 

populations, being implemented thus for and with 

western, educated, industrialized, rich and developed 

societies in consideration. Even though more diverse 

and inclusive research practices have become more 

prevalent in past years, addressing privacy issues of 

marginalized user populations remains largely 

underexplored. In this paper we discuss three case 

studies involving underrepresented groups, including: a 

digital ethnography about caregivers of microcephaly; a 

focus group on older adults and smart home devices; 

and a usability study with neurodiverse users. 

Implications on users’ privacy are discussed. 
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Introduction 

Privacy has emerged as a critical design element for 

interactive systems in diverse areas, gaining increased 

interest in scientific research and development in the 

past years. The widespread usage of pervasive 

technologies (wearables, smart home devices, and 

smart cities) summed with their ability to continuously 

collect and aggregate data, not only increased the risks 

of privacy breaches but also led to unfortunate privacy 

scandals. As a consequence, joint efforts from vendors, 

standardization bodies, and policy makers were 

noticed, resulting in new models, frameworks, and 

policies, such as GDPR.  

Despite such a growing effort to characterize privacy 

and empower users to regain control over their data 

and its ownership, to exercise proper privacy rights, 

several issues remain open. The complex definitions of 

privacy require multidimensional considerations, of 

factors that span across generation, culture, and 

individual. Hence, joint efforts from multiple 

stakeholders are needed when addressing privacy 

challenges. Despite such acknowledged complexity, 

privacy studies conducted thus far have been limited in 

scope, focusing on mainstream devices, platforms, 

systems, as well as traditional users’ groups. Thus, 

current privacy solutions are primarily driven by the 

needs of common stakeholders in the US and Europe.  

To discuss privacy concerns involving underrepresented 

groups, this paper discusses considerations and 

challenges faced in three case studies: focus groups 

with older adults; digital ethnography with caregivers of 

kids with microcephaly, and usability studies with 

young adults with neurodiverse conditions. 

Older Adults and Privacy: Focus Groups 

Participants were recruited in Southeast and Northeast 

US to join focus groups. The older adults discussed 

their privacy concerns and perspectives about 

wearables and smart homes. The participants 

volunteered to participate in the study and were invited 

through organizations (such as: a technology club and 

a retirement home). Overall, the project participants 

manifested satisfaction to share their views with the 

investigators and contribute to scientific outcomes. Yet 

the data collection methods had to be adapted to adjust 

the pace (slower) and terminology (colloquial), also the 

investigator needed to be extra attentive to prevent 

acquiescence bias in data collection. The insights from 

experienced generations proved to be valuable to 

inform design decisions for privacy enhancing 

technologies, especially because the older adults’ 

perspectives lend a unique view that contrasts with 

those of young adults from newer generations. Limited 

familiarity and proficiency with emerging technologies 

and novel devices can bring valuable insight to the 

design of interfaces and interactive systems.  

Caregivers of Microcephaly: Social Media 

Analytics in South America 

 

In the second study the investigators collected 500 

posts, publicly available online and conducted digital 

ethnography. The study elicited the affordances of 

Instagram when users communicate about 

microcephaly. On one hand, the contribution of such 

investigation serves to better understand users’ needs 

and to define requirements and design implications for 

next-generation mHealth technologies for a population 

considered hard to reach. On the other hand, the study 

also surprisingly revealed how the participants share 

Key Challenges 

1) Recruitment: in 

populations considered as 

`hard to reach’, participants 

may feel skeptical or wary, 

hesitating to participate and 

contribute to a study  

2) Confidentiality: small 

sample sizes imply in higher 

risks of revealing personally 

identifiable data when 

presenting sensitive 

information  

3) Bias: additional risks of 

bias in data collection (e.g. 

acquiescence) and analysis 

due to power imbalance 

between researchers and 

participants, and judgmental 

views 

4) Reliability: the mismatch 

in mental models and 

expectations between study 

participants and researchers 

can risk reliable data 

collection, analysis and 

interpretation of findings. 

 



  

sensitive information about a population who is 

vulnerable without any concern about privacy, 

indicating a mismatch between groups. The population 

of kids with microcephaly was unable to provide 

consent, but had their lives frequently exposed publicly, 

through pictures, in a global scale. While the intention 

of the caregiver is to seek for information in online 

sources and exchange experiences, it gives no right to 

the kids to decide whether it is appropriate to have 

their lives permanently exposed online, besides also 

increasing risks for misuse, abuse and exploitation in 

the future. 

Neurodiverse Students and Usability Testing 

In this study, participants were recruited from a special 

education program at the postsecondary level, in 

Northeast US. The participants are able to understand 

an informed consent form and provide consent, given 

the necessary adaptations in terminology and verbal 

consent. Also, their participation was voluntary. In 

practice, the participants felt enthusiastic to participate 

in research activities and contribute to the design of the 

application. Few modifications have been employed in 

the research methods, mostly aimed at facilitating 

communication and mediating interaction. Involving a 

domain expert in the research studies proved to be 

essential to ensure comfort and safety for all 

participants.  

Explicit versus Implicit Data Collection 

In the case studies reported we employed mixed-

methods, with techniques that are interactive or 

unobtrusive. Interactive techniques require direct 

contact with research subjects, including 

interviews and focus groups, they generate audio 

and video files for transcription and data analysis. 

Interactive techniques are more costly concerning 

time and effort spent for data collection and 

analysis, also they involve greater privacy risks 

due to direct contact with participants and data 

collection in situ. However, they are more flexible 

and may let participants feel more comfortable 

when expressing their opinions, knowing they 

have a voice that they can provide a valuable 

contribution to scientific research. Unobtrusive 

techniques on the other hand do not require 

active participation from human subjects, lending 

rich information with a rapid approach. Still, they 

may not be sufficient to fully understand users’ 

context, providing a partial view on results and 

findings. 

 

Discussion 

All the studies involving human subjects have been 

approved by the ethics committee of the university. 

The population in the studies are underrepresented in 

research projects, still it is important to better 

understand their perspectives on emerging 

technologies, to design novel solutions for and with 

them. More specifically, representation in the design of 

technology is key to ensure technology is accessible, 

affordable and meet the needs of diverse users’ groups. 

Lastly, if privacy risks are higher, then the measures to 

assure data collection, analysis and dissemination must 

be a par with users’ contexts and needs. To contribute 

to this discussion, in this paper we highlight the key 

challenges faced conducting user research with 

underrepresented groups. Also, in Table 1, we list 

potential implication for future design, striving for 

inclusivity in HCI projects.  

Privacy Guidelines 

Recruitment: Reach out to a 

diverse sample of 

participants, representative 

of the population in study.  

Study: Take the time to build 

trust with the participants, 

empathize with their specific 

contexts. Ensure participants 

understand the consent 

forms, are comfortable to 

express their views freely, in 

a non-judgmental approach. 

Ensure they are able to 

withdraw at any point without 

penalty. Consider 

community-based design 

approaches, training 

facilitators from the group to 

lead the study if necessary to 

ensure more reliability. 

Dissemination: Enable the 

community to learn from the 

study findings, being careful 

to ensure anonymity and de-

identified data, without 

reporting any personally 

identifiable information 

unless there is explicit 

consent from participants. 



  

Conclusion 

The analysis presented in this paper reflects privacy 

considerations in current design practices with 

underrepresented participants. Major challenges are 

faced in the recruitment of participants, in the 

experimental design, to select methods for data 

collection, analysis and dissemination. Key 

recommendations from investigators involve identifying 

partnerships and institutions to facilitate recruitment, 

build trust, and become familiar with the study 

population and their contexts. Providing training for a 

local individual in the community may help with 

reliability, despite risks with additional burden. 

Additionally, a clear research protocol to prevent bias, 

seek consent, and avoid unreliable data collection is 

needed. More specifically, research methods for data 

collection and analysis should strive to prevent bias due 

to power imbalances and acquiescence. Lastly, taking 

in to account the feedback from community partners is 

essential to prevent bias also in the interpretation of 

research findings. 

Study Phase Challenge Recommendation 

Recruitment 

Access 

representative 
samples 

Seek for specialized 

services and 
institutions 

IRB Get approval 

Detail risks and 

benefits, adapt 
consent form 

Data 
Collection 

Methods are 
not suitable 

Combine different 

users’ profiles 
perspectives, train  

Data Analysis 
and 

Dissemination 

De-identify, 

anonymize 

Consider single-

subject research, 
in-depth analysis, 
and community 
collaboration 

Bias 

Judgmental 

views and 
Acquiescence 

Triangulate 
methods, data 
collected and 

analysis 

Table 1: A summary of key challenges faced and respective 

recommendations to facilitate privacy and more inclusive 

research and design studies involving underrepresented 

participants
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