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Abstract 
Ever-growing amounts of data exist about the 
intricacies of people’s lives, stored on the servers of 
corporations. While consumers may be indifferent about 
their privacy relative to these companies, the existence 
of this information allows for the possibility that law 
enforcement will come asking for it. Companies should 
either engage with legislators to create stricter 
guidelines about when and how their data can be 
accessed, or should consider avoiding having access to 
potentially incriminating information altogether. 
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Introduction 
Humanity is estimated to have created 44 zettabytes of 
data to-date2, with much of it being created passively 
through sensors that collect routine measurements, 
logs of online activity, and machine learning and 
analysis that generate new meta-data about data. 
Consumers no longer store most of their own data, as 
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there is too much of it for this to be practical, and most 
of an individual’s data footprint is likely unknown to 
them. 
 
Tesla stores the readings from its customers’ vehicles’ 
sensors on its own servers, Google stores search 
history, and Amazon stores inferences about what 
people want based on what they’ve already bought. 
Types of information that were never collected before 
are now not only collected, but also recorded and 
maintained by third parties. In many ways this has 
been a boon to users’ quality of life. These technologies 
can be used without worrying about how they work or 
needing to configure them, and consumers can access 
their records from virtually anywhere. People may not 
be actively aware of it, but a great deal of utility is also 
derived from the machine learning that large 
companies do on the aggregated data of their users, 
from predicting traffic to seeking a cure for cancer. 
 
Despite the positive impact of digital technology, there 
are also significant privacy and safety concerns created 
by increased record-keeping. People send texts instead 
of making phone calls, they use Google instead of an 
encyclopedia, and they use a GPS instead of a map. All 
of these changes create written records of things that 
would have been ephemeral before the Internet era. 
 
There is no record of the cash purchase of Playboy at a 
gas station, whereas PornHub collects enough data to 
publish yearly analytics on its users’ preferences11. 
Those viewing sessions likely leave a digital trace in 
one’s browser, and even if not, they leave a trace at 
the Internet Service Provider (ISP). They are also 
recorded at PornHub, who could be subject to a 

subpoena or a targeted hack by a repressive regime 
seeking to enforce anti-profanity or anti-LGBTQ laws. 
Search histories, GPS histories, and other digital 
records are being requested by law enforcement to 
identify suspects, and authoritarian regimes are 
approaching near-constant surveillance.7,13  
 
Most companies do not publicly disclose information 
about how, when, or why they do or do not comply with 
requests from law enforcement, so when cases of 
cooperation (or refusal thereof) become public it is 
often because the government didn’t get information it 
wanted, or because a journalist has interviewed law 
enforcement about how they “cracked” a case.8,13 

 
It is not clear the extent to which the public is aware of 
the potential risk of self-incrimination involved in using 
the Internet. Even if consumers do understand this 
tradeoff, it’s doesn’t appear that they have much power 
to change it. Agreeing to having one’s data collected, 
stored, and analyzed is often a pre-requisite for using 
products which it is increasingly difficult to do without: 
online banking, social media, navigation apps. It is thus 
imperative for the companies that maintain these 
records to think seriously about the circumstances in 
which they may be acquired by law enforcement, and 
what harm that could bring their users. 

The laws and practices surrounding governmental 
access of data will likely be different in every 
jurisdiction, as will the relative harms to users posed by 
overreach;  it may be that the solution is to lobby for 
protected status in some places, and simply refuse to 
cooperate in others. Even so, companies may find it fit 
to consider simply not keeping data (or encrypting it 
without access to the keys), to protect users in 

Populations For Whom 
Law Enforcement Can 
Be a Threat 
 

Undocumented 
Immigrants: U.S. 
Immigrations and Customs 
Enforcement (ICE) has been 
known to use content on 
people’s Facebook profiles to 
identify and arrest 
immigrants.4 

LGBTQ+: In 2016 five gay 
Saudi men were put to death 
after being outed by 
Wikileaks. Sexual Orientation 
is recorded or inferred by 
many companies.15 

People of Color:  African-
Americans have long been 
targeted by the police for 
petty offenses and frequent 
searches3. Lawful warrants 
could lead to significant 
overreach or incidental 
arrests.  



 

countries where they do not actively comply with law 
enforcement. 

Solution 1: Lobby for Protected Status 
 
I lack the knowledge to argue this outside the context 
of the U.S., but given the support for GDPR, I imagine 
similar arguments can be made in Europe. It merits 
further examination in all contexts by legal scholars. 

The fourth amendment to the United States 
Constitution states that “The right of the people to be 
secure in their persons, houses, papers, and effects, 
against unreasonable searches and seizures, shall not 
be violated” without a specific warrant based upon 
probable cause. This applies only to the people's right 
to reasonable privacy from the government, not from 
each other or from corporations. Certain professional 
and personal relationships have been given additional 
protections, explicitly acknowledging that law 
enforcement entities cannot compel certain 
information, such as testimony against one’s spouse, or 
communications subject to attorney-client privilege.  

Medical records can be obtained by law enforcement, 
but a high bar must be met before the information can 
be obtained without the patient’s consent. Stringent 
requirements determine the scope of information that 
can be obtained, and how the information must be 
protected.12 It is a logistical necessity for medical 
records to be maintained by medical care providers in a 
centralized and verifiable system to enable continuity of 
care. However, this information is also deeply private, 
so a balance was achieved between doctors and police 
which allows both to do their jobs. 

When individuals seek medical care, they are provided 
a lot of information about how their medical records will 
be kept, and under what circumstances they could be 
shared, allowing them to make an informed decision. 
This is well understood societally; many people in need 
of medical care avoid it because they know they will 
test positive for some kind of illegal substance.14 

If Internet access is a human right5, then it seems 
reasonable that a similar approach could be used to 
balance the needs of law enforcement and people’s 
rights to access information as was used with medical 
records. While it may not appear that the two are 
equivalent at first glance, a detailed GPS history is an 
incredibly intimate picture of someone’s life, which 
could easily reveal incriminating information, such as in 
the case in the side bar. But where drug users know 
the risks of going to the hospital, they do not know 
necessarily know the risks of buying a pipe on Amazon. 

There is precedent for barring law enforcement from 
broadly using new technologies. In his decision in Kyllo 
v. United States that in his mind Americans should 
have the same degree of privacy today that they would 
have had at the time the constitution was written. 
Notably, these protections explicitly defend citizens’ 
rights to privacy even if it impedes law enforcement; 
Kyllo was guilty of growing marijuana in his home, and 
had been caught by the use of infrared scanners 
sensing his heat lamps. The court determined that 
using these scanners without a warrant was 
unconstitutional, as there was nothing to stop the 
police from trolling the streets and scanning every 
home. Further cases have declared Stop-and-Frisk 
unconstitutional3, and required specific warrants for 
GPS tracking and DNA collection 6,10.  

New Law Enforcement 
Techniques  
In one specific case13, a 
warrant was issued to Google 
after a drive-by shooting. The 
law enforcement officers 
received detailed location 
histories of approximately a 
dozen devices that had been 
near the crime scene at the 
time the shots were fired, 
and then used those location 
histories to identify a smaller 
number of devices suspected 
to belong to the culprit. From 
there, they were able to 
obtain personally identifiable 
information about the owners 
of those devices from Google. 

While an argument exists 
that these users opted in to 
Google’s location history, this 
can be hazy. If a user turns 
their own location history off 
on Google Maps, Google still 
has some records of where 
they have been. Particularly 
on Android devices where 
Google Play Services, a 
feature without which the 
device loses much 
functionality, maintains a 
coarse location history 
regardless of Google Maps. 



 

It seems that by the same wide-net argument, requests 
made to Google should not be constitutional without a 
named suspect. Consumers appreciate the services 
they receive from Google, and could not receive the 
same services if Google did not store, read, and 
analyze the data it does. However, consumers may be 
unaware of the extent to which law enforcement may 
be able to obtain this information. Technology firms in 
possession of sensitive or incriminating data should 
work with advocacy organizations and legislators to 
propose a new class of data protections which allow 
users to take advantage of new technologies without 
concerns about targeted prosecutions. 

Solution 2: Be Unable to Assist 
While Google has struggled to figure out how or when 
to comply with law enforcement, Apple, the other major 
creator of a mobile operating system, has taken a 
different approach. Apple stores much of the same 
information as Google does, but does not have access 
to it. Because Apple itself does not have the decryption 
keys, it is impossible for them to turn information over 
to law enforcement.  

A fierce debate about what information the government 
should be able to access began after a highly publicized 
case in 2011 relating to a terrorist incident in San 
Bernadino, California8. Apple’s refusal to create 
backdoors in their operating system meant that even 
with a valid warrant, and in a case where the probable 
cause was obvious, the FBI was unable to get 
information from the shooter’s iPhone from Apple. The 
FBI later obtained access through devices made by 
GrayKey, which can break an iPhone’s pin by brute 
force. This process used to take thirty minutes, but in 
response to this exploit Apple changed the minimum 

PIN length to 6 characters, making the process take 
more like 2 days, though the FBI has still been able to 
unlock the most recent model of iPhone.1 

While Apple’s privacy model is laudable, as are 
industry-wide efforts to move towards end-to-end 
encryption, there is a worry that without the ability to 
comply with a reasonable warrant, governments may 
go around them by legislating a backdoor or simply 
hacking into corporate servers. Further, the structure of 
the mobile technology ecosystem is such that almost no 
user exists only within Apple’s purview. If the police 
can’t get it from Apple, they’ll get it from Google, so an 
industry-wide solution is needed. (see sidebar) 

If a regulatory or legislative agreement cannot be 
made, perhaps a reasonable middle ground will come to 
exist through differential privacy, and an increased 
push towards client-side machine learning. Both major 
mobile operating systems, iOS and Android, have 
predictive text models which learn an individual user’s 
vocabulary and diction. These models come out of the 
box trained on some corpus of data (the details of 
which are trade secrets, we presume), and then 
continue to be trained locally on the smartphone, with 
the user’s models not being relayed to Apple or Google, 
respectively. Voice assistant features like Siri, Alexa, 
etc, currently don’t work offline, because every 
recording is being sent back to Amazon or Apple’s 
servers for processing before a response is returned. It 
seems reasonable that as models are improved, and 
the amount of processing power on consumer devices 
increases, more and more machine learning backed 
features can be moved entirely client-side. 

The Case Against 
Solution 2 
Choosing to forego access to 
user data means losing the 
ability to do large-scale 
machine learning, which 
creates much utility unto 
itself.  

Apple Maps is slow, 
inaccurate, and difficult to 
use compared to Google 
Maps, likely as a result of the 
machine learning Google does 
on aggregated user data. As 
a result, iPhone users end up 
using Google Maps anyway, 
meaning that Google still has 
a detailed history of their 
location. The same 
phenomenon is true across 
products: more data access 
means more machine 
learning, and more machine 
learning means better 
features. People like features. 

Google performs better than 
DuckDuckGo, and Alexa 
performs better than Siri. 
Because consumers use many 
devices, operating systems, 
browsers, search engines, 
etc., a solution that allows 
users freedom from 
persecution only within a 
constrained, low-functionality 
ecosystem is insufficient.  



 

Using end-to-end encryption, differential privacy, 
client-side storage and learning, and simply not storing 
things, companies can avoid having the ability to 
comply with law enforcement in countries where 
reasonable compromises cannot be reached. 
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