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Abstract 
In recent years, designers, engineers, policy makers, 
and regulators have taken considerable interest in the 
design of emerging systems to incorporate privacy 
perspectives of diverse populations, including 
vulnerable populations. The development and 
deployment of accessible and easy-to-use tools to 
facilitate conversations about privacy and data 
expectations for diverse end-users is an important step 
in including such perspectives. In this position paper, 
we reflect on the role of a tool we developed and used 
in two recent projects to inquire into the data 
expectations of two vulnerable populations: people with 
disabilities and youth in the workplace.  
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Introduction 
The privacy and security research communities are 
increasingly recognizing the importance of including 
diverse user perspectives in the design process of new 
systems from the very onset [1], [2], [3]. This effort 
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has been characterized as a “Third Wave of Security 
and Privacy” that is “concerned with designing security 
and privacy mechanisms that are inclusive to people 
with various characteristics, abilities, needs and values 
[1].”  

We believe an important part of this Third Wave is the 
creation of accessible, intuitive, and easy-to-use tools 
to facilitate conversations about end-user privacy 
expectations and concerns with participants who may 
be impacted by such technologies. In this position 
paper, we briefly discuss one such toolkit that we 
developed and describe reflections on using it with two 
vulnerable populations.  

A Participatory Toolkit for Eliciting Privacy 
Perspectives of Diverse Participants  
We designed a participatory toolkit1 for eliciting the 
privacy expectations and preferences of diverse end-
users [4, 5]. The toolkit consists of a series of printed 
low-fi cards and charts (Figure 1). The content of these 
elements can be customized based on the use scenario.  

In the iteration shown in Figure 1. The red cards 
correspond to Data Types (e.g., Pointing Data, Typing 
Data, Search Queries, etc.) and the green cards 
correspond to Third Parties (e.g., Government, Family, 
Medical professionals, etc.). By moving and placing the 
cards on the corresponding charts participants express 
their expectations about (1) what data a system 
collects, and (2) who does it share it with? A detailed 

 
1 The paper describing the toolkit and the first study in detail is 

going to be presented immediately before the workshop at the 
International Web4All workshop. We can share a camera-ready 
copy of the paper with workshop participants.  

description of the toolkit’s features can be found 
elsewhere [4].   

Study 1: Privacy Perceptions of People with 
Disabilities towards Personalized Assistive 
Technologies 
We used the toolkit in a study with six older adults who 
experience difficulty using the mouse and keyboard due 
to the onset of Essential Tremors [4]. We used the 
toolkit to ask them about their privacy expectations of 
two adaptive assistive systems that can monitor user 
performance and provide assistance if errors are 
detected. Figure 1 shows examples of activities that the 
participants completed using the toolkit.  

Our findings showed that participants had detailed 
expectations about the types of data that each 
application would collect and expressed nuanced 
preferences about who should see their data. 
Additionally, we observed that using the toolkit led to 
increased participant reflection on the privacy 
characteristics of each application and tradeoffs 
involved in using them [4].  

Study 2: Privacy Perceptions of Youth at the 
Workplace   
We are currently customizing the toolkit and using it 
with a new population: youth working in a 3D printshop 
[6]. The printshop is situated in an informal youth 
learning center and has been in operation for the past 
three years. It provides a technical work experience to 
youth in an urban setting. One of our key research 
questions in this project is how the youth use electronic 
coordination mechanisms such as email and Slack (a 
workplace chatting platform) in a technical workplace 
setting [7].  



 

 

Figure 1. Two examples activities: The participant 
express who they expect to see their data by 

categorizing green Third-Party Cards into sections of a 
chart that are labeled “I expect my data to be shared 
with these parties”, and “I DO NOT expect my data to 
be shared with these parties” (bottom). In relation to 
the use case scenario of an application that monitors 

user performance to detect errors and provide 
assistance, the participant selects red Data Type Cards 

that they believe the application will collect (top).  

From a methodological perspective, we are interested 
in understanding what are the similarities and 
differences of using the toolkit in a different context 
and with a different population. To date, we have used 
a modified toolkit to interview five youth in the 
printshop about their data sharing expectations with 
using email and Slack to communicate about workplace 
tasks.   

Methodological Reflections on Toolkit Usage  
Our experience to date has resulted a rich set of 
qualitative data. Here, we provide several high-level 
reflections about the use of the toolkit in the two 
studies described above:  

Customization: We found customizability and 
flexibility important features of the toolkit. We 
were able to easily edit and reformat the elements 
so that they would reflect the characteristics of 
each scenario. We also found using paper to print 
and try out the toolkit an accessible and cost-
effective way to create iterations. Finally, some 
participants in study 1 suggested new elements 
such as new third-parties (e.g., friends) that we 
were able to add to the future iterations of the 
toolkit.  



 

Facilitating in-depth conversations: We have 
found using the toolkit an effective method to 
facilitate deep and detailed conversations with 
non-technical participants about data privacy 
expectations and preferences. Participants used 
the visual and tactile elements of the toolkit during 
an hour-long conversation to reflect on and think 
about different aspects of their application use 
scenario and compare and contrast how they felt 
and thought about different types of data use and 
access. This qualitative approach may be 
complemented with other methods (e.g., surveys) 
to validate or look into reasons behind trends.   

Tools to inform design and raise awareness: We 
observed that using the toolkit and engaging with 
its printed elements, provided an opportunity for 
the participants to reflect on the privacy tradeoffs 
and implications of using systems that collect 
data. In addition to providing input on their 
preferences and expectations, participants 
frequently asked about the privacy features of 
each application and usage scenario. This points to 
the potential of the toolkit as a tool for raising 
awareness about privacy and highlighting the 
types of questions users should be asking about 
the privacy characteristics of emerging systems.    

Conclusion and Future Steps  
We are developing and validating a participatory toolkit 
for facilitating conversations about privacy and data 
sharing with diverse populations. In two studies with 
different populations in different contexts, we have 
found the toolkit to be a flexible tool to facilitate 
detailed conversations about privacy and data sharing 
expectations with non-technical participants. 

Our current plans include extending the participatory 
toolkit and using it with other populations. We would 
also like to get the feedback of technology designers 
and developers on the types of information it can be 
used to elicit from diverse populations with the aim of 
informing future technology design. These goals 
contribute to our overall goal of investigating its 
potential as a tool for facilitating conversations about 
privacy between diverse stakeholders.  
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