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Abstract
Systems that foster healthcare collaborations between
older adults and their caregivers and family members re-
quires that the older adults be willing to share information
via those systems. Our work contributes empirical evidence
about the factors that affect older adults’ decisions about
whether to engage in information exchange, and suggests
a systematic approach. In this paper, we present the results
of interviews with 46 older adults about their views on in-
formation collection and sharing using traditional ICT and
emerging technologies. Based on thematic analysis, we de-
velop a model of factors affecting the decision-making of
older adults about information sharing. We suggest direc-
tions for future research and practical implications for the
design and evaluation of collaborative systems for informa-
tion management.
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Introduction and Related Work
Sharing of information between older adults and their care-
givers, families, doctors, and friends promotes a collabo-
rative approach to managing health and well-being, pro-
longing independent living and improving care. However,
information flow in collaborative systems is complex and not
always transparent to elderly users.

Individual characteristics %

Income level
Less than $35,000 35%
$35,001-75,000 35%
$75,001-150,000 13%
More than $150,000 9%
Preferred not to answer 9%

Housing
Independent/assisted living 13%
Senior/retirement community 22%
Mainstream housing 65%

Overall health
Excellent 17%
Good 50%
Fair 24%
Poor 7%
Very poor 2%

Caregivers
No one 80%
Hired caregiver 9%
Informal caregiver 7%
Hired and informal caregivers 4%

Table 1: Participant characteristics.

Figure 1: Participants’ facility at
performing online tasks.

Prior studies have shown older adults may be willing to
trade privacy for care and/or independence [28, 3, 17, 9,
22, 23]. Nonetheless, lack of transparency and failure to ad-
dress privacy concerns in care systems can introduce po-
tential barriers to adoption [8, 5, 11]. Because older adults’
information-sharing decisions affect how care is delivered,
it is important to understand the factors that influence those
decisions.

In this paper, we uncover factors that drive older adults’ de-
cisions about whether to engage in information exchange.
We present the results of interviews with 46 older adults
about their views on information collection, transmission,
and sharing using traditional ICT and emerging technolo-
gies (such as smart speakers, wearable health trackers,
etc.). We then develop a model of factors affecting the
decision-making of older adults about information sharing.

Prior work has suggested that older adults tend to over-
share personal information and underestimate privacy
risks [18, 21, 15]. Some of that research suggests partic-
ular data-sharing factors that affect acceptance of IoT and
healthcare technology [28, 3, 19, 4, 18, 6, 10, 21, 16, 30].
We build on that research, finding empirical evidence that
older adults might be resistant to sharing information if they
do not trust data recipients or do not see the benefits of
sharing certain data types.

In our focus on contextual factors, our model shares some

similarities with the theory of privacy as Contextual In-
tegrity (CI) [24, 25, 2, 20]. CI analyzes information shar-
ing in terms of how it conforms with contextually specific
norms about information flow. Although many of our as-
sumptions and findings are in line with current CI theory,
it is an analytical framework, while our model focuses on
users’ decision-making process, derived from empirical ev-
idence. For example, CI combines a broad range of factors
into one parameter, transmission principles, which we find it
more illuminating to expand in our model.

Our model is more comprehensive and specific than prior
theoretical and empirical studies, which each focus on a
subset of factors. For instance, Privacy Calculus [12] an-
alyzes the trade-off between benefits and costs—two of
the seven dimensions in our model. Moreover, we consider
a wide range of technologies at once, from smartphones,
laptops, and tablets to care robots, smart home devices,
wearables, and Virtual Reality devices. Our research aims
at connecting segmented theoretical frameworks and scat-
tered empirical evidence into a comprehensive model of
information-sharing decision making.

Our overarching goal is to build a comprehensive model
that identifies the determinants of older adults’ data sharing
decisions and spur further discussions on how to design ef-
fective collaborative systems for older adults. As healthcare
context was most prominently mentioned in the conversa-
tions with older adults, we expect our proposed model to be
particularly helpful for building effective collaborative mod-
els in healthcare contexts. However, during the interviews
we discussed with participants their views on information
sharing in other scenarios, such as online financial man-
agement, social networks, entertainment and learning, etc.

Studying the attitudes of elderly people, including non-
users—which can be considered “extreme users”—will



help us to understand the concerns surrounding emerg-
ing technologies across more general populations and dis-
cover deeper insights that may be overlooked in the studies
with typical user communities. Moreover, compared to the
research with younger populations, we did not find funda-
mental discrepancy in the seniors’ privacy and security con-
cerns; the difference is rather in the relative importance and
impact of various factors affecting such concerns, and abili-
ties to mitigate them. Therefore, we believe that our results
can be generalized to a variety of consumer technologies
and contexts of application, and to a diverse population of
users, providing a useful tool for designing more inclusive
systems. We suggest directions for future research and
practical implications of our model for the design and eval-
uation of collaborative systems for information collection,
transmission, storage, and exchange.

Figure 2: Information-sharing
decision making model.

Methodology
We conducted 1–1.5 hour semi-structured in-person inter-
views with inhabitants of nursing homes and senior resi-
dences, members of senior centers, and cultural organi-
zations for retired people in our area (Table 1, Figure 1).
We discussed: (1) what information they expect and do not
expect various devices to collect about them, (2) about col-
lection and sharing of what information they feel comfort-
able or uncomfortable, (3) with whom they would be com-
fortable or uncomfortable sharing this information, and (4)
how this information can be used or misused.Four coders
conducted thematic analysis of the interview transcripts to
identify (among other things) factors that affect information
sharing decisions; see Frik et al. [14] for details.

Model of Decision-Making Factors
Dimensions, Aspects, and Factors Our analysis fo-
cused elements of the data sharing process, and other con-
ditional and contextual factors, that participants mentioned

when describing data sharing preferences and behaviors.
We identified relevant parameters and attributes (which we
refer to as aspects) of the data sharing transaction. The
main aspects we identified based on our data are shown
in Figure 2, organized for clarity under seven broad dimen-
sions, Decision Maker, Data, Recipient(s), Benefits, Risks,
System, and Environment.

These aspects distill the themes we observed in what par-
ticipants told us had affected their past sharing decisions
and reactions to sharing events, or might affect hypothetical
sharing decisions or reactions in scenarios we asked about.
For example, participants described basing decisions on
their level of trust in a certain Recipient, or the perceived
security of the System collecting the data. At a lower level
(not shown here), we identified further factors that partici-
pants said influence each aspect—for example, past experi-
ences with a Recipient influencing the level of trust—along
with interactions between the various aspects.

Though our interest is principally in online sharing, we
based our analysis of major aspects on participants’ dis-
cussions of both offline and online sharing preferences, as
their reasoning about decisions often involved drawing com-
parisons between the two.

Overview of the Dimensions The Decision Maker is an
actor making the decision about whether to share certain
information. (The decision-maker may or may not be same
person as the data subject.) Data is any information about
the data subject. Recipient is anyone (an individual, organi-
sation, or digital system) who has access to the Data.

The next two dimensions cover the Benefits and Risks that
collection, storage, sharing, or use of Data may imply. Each
of these dimensions is entangled with the purposes that the



decision maker and the recipient(s) have in sharing or re-
questing the information, respectively—which may some-
times be in conflict. The trade-off between benefits and
risks has been repeatedly shown to be the fundamental
principle of information disclosure decision-making[12]. The
System is the operational mechanism (such as a device,
mobile or web app, software, or platform) for the collection,
transfer, storage, and manipulation or analysis of the Data.
The Environment includes various exogenous contextual
aspects of the data sharing scenario (i.e. circumstances
outside of the system).

Discussion and Future Work

Figure 3: Examples of design
prompts, as cards.

Relationship to Other Models While some of our dimen-
sions align with aspects in other models and frameworks,
our model was developed independently using bottom-up
thematic analysis approach, and addresses slightly different
research questions. For instance, as we noted above, while
the theory of privacy as Contextual Integrity [24] assesses
the perceived appropriateness of a data flow, our model
describes users’ decision-making processes.

On the other hand, the partial overlap of factors between CI
and our model, developed autonomously, shows the con-
vergence of independent efforts to systematise an under-
standing of privacy-relevant contextual factors, and there-
fore the potential validity of the proposed model. In future
analyses, we will compare our model with other frame-
works, such as Protection Motivation Theory [27], Commu-
nication Boundary Management Theory [26], and Privacy
Regulation Theory [1].

Quantifying Predictions In future work, we plan to vali-
date and refine the model in a quantitative study (survey or
vignette). Such a study will quantify the predictive power
and relative impact of the model’s aspects and factors,

along with the interactions between them. We also plan
to expand the research and validate the model with other
audiences (e.g. younger users, medical professionals and
caregivers, seniors’ family members), and with respect to
various systems (including emerging wearable, healthcare,
and smart home technologies).

Assessment Resources We also plan to use the model
as the basis for a set of guidelines and actionable tools for
researchers, policy makers, system designers, and educa-
tors, aimed at evaluating users’ willingness to allow collec-
tion, sharing, and use of personal data. For instance, we
will provide a list of validated scales—and, where missing,
our suggestions—for evaluating the factors outlined in our
model (e.g. privacy attitudes indices, usability metrics, etc.).
We will also provide a directory of resources summarizing
accumulated theoretical knowledge and empirical evidence-
about the impact of the model factors on users’ privacy per-
ceptions and willingness to share information.

Design Prompts We plan to develop a series of prompts
to be used in brainstorming sessions, workshops, and as-
sessments of product prototypes, by designers and devel-
opers of collaborative platforms that involve data collection
and sharing (cf. [13, 7, 29]). Such prompts could help de-
signers and developers think through how their users might
assess the privacy and security of their platforms, and re-
act to different design choices. Outside of industry, prompts
could be used in research and in class activities.

For instance, prompts such as those in Figure 3 could en-
courage designers to think about how embedded sensors
will affect the amount, extent, and identifiability of collected
information; how to better convey risk probabilities to users;
and how existing systems can be modified to improve us-
ability, safety, and privacy.
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