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Introduction
Though it is well established that people who are blind and
have low vision (BLV) are concerned about their privacy in
their everyday environments and when using technology [1,
2, 3, 4, 5, 6, 7, 9, 8, 12, 13, 14, 15, 16], little is understood
about this population’s privacy concerns in regards to the
visual content they share with services that provide visual
interpretations of images and video, i.e. (VIDS).

VIDS provide people who are BLV with description about
their surroundings or the digital media they encounter, in
turn creating access to information that they would other-
wise skip-over or rely on friends and family members for.
While VIDS provide an important sense of independence
for people who are BVI, they also necessitate the sharing of
private or sensitive visual information (PVI).
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Notably, Gurari et al. (2019) [10] performed a visual anal-
ysis of 31,173 images shared by people who are blind or
have low vision (BLV) when using a VIDS to obtain access
to information about their surroundings or digital media;
in this dataset they found 5,537 images that contain PVI.
The PVI identified included financial information (credit
card numbers, billing statements, etc.) medical information
(medical records, pregnancy test results, prescriptions, etc.)
people’s location details and usernames, personal pho-
tographs (showing faces, tattoos, and private body parts),
etc.

The CHI2020 workshop "Privacy and Power: Acknowledg-
ing the Importance of Privacy Research and Design for
Vulnerable Populations" provides the opportunity for us to
share several strands of our research on PVI shared by
people who are BLV.

First, during the workshop we will share our approach to
visually identifying the types of private or sensitive informa-
tion people who are BLV share [10], and how this research
has inspired computer vision specialists to explore the de-
velopment of new algorithms to protect BLV people’s pri-
vacy [11].

We also plan to share our approach to creating a PVI tax-
onomy based on the direct input of 20 people who are BLV;
during hour long interviews we asked participants to de-
scribe their experiences using and sharing visual informa-
tion with VIDS and their perceptions and concerns regard-
ing the PVI types identified in [11]. We believe that our find-
ings can be used by VIDS to anticipate and mitigate user’s
fears of developing new technologies that reduce the inad-
vertent disclosure of PVI, and protections for when people
do choose to share PVI.

Finally, we will share our strategies to engage people who
are BLV in authoring educational materials and interfaces
that increase their assessment of the technologies and ser-
vices that they depend on to obtain information about their
visual surroundings. As part of this effort we plan to engage
focus groups in the evaluation of existing privacy policies,
and engage in authorship of new policies that are reflective
of their interests.

We believe this research is of particular importance at a
time when: 1) VIDS privacy policies are ambiguous at best,
2) Little is known about how VIDS handle visual information
that people who are BLV share (i.e. how this information is
shared and used to train computer vision algorithms); and
3) People who are BLV may have limited understanding
about how VIDS technically work or how to influence the
design of technologies and privacy in ways that reflect their
interests.

Importantly, while this research most immediately relates
to the design and development of VIDS that are responsive
to BLV people’s situational information needs and privacy
requirements, we believe that our findings can be more
broadly applied to the design of technologies for and with
any vulnerable population who do not fully understand the
risk of sharing private information.

In fact, during the workshop we hope to further explore how
providing vulnerable populations, such as people who are
BLV, with insight into the types of information they share
may better position them to select and use technologies in
ways leave them feeling empowered and protected. Fur-
thermore, we hope to learn from other scholars and indus-
try leaders new approaches that will position people who
are BLV to gain the digital and media literacy needed when
making a trade-off between information access and sharing
of private or sensitive information.



Of final note, we hope to discuss strategies that will en-
able us and our participants to redefine how technology
companies offer privacy protections are responsive to their
users immediate and situational-dependent needs. Towards
these ends, we will provided details about how our research
is contributing to the University of Texas, Good Systems
Grand Challenge Initiative. The goal of the Good Systems
initiative "is to better understand what changes these new
technologies [Artificial Intelligence] will bring, predict how
those changes will unfold, and mitigate the harms or unin-
tended consequences they could cause while still leverag-
ing the benefits AI provides."

REFERENCES
[1] Ali Abdolrahmani, Ravi Kuber, and Stacy M Branham.

2018. Siri Talks at You: An Empirical Investigation of
Voice-Activated Personal Assistant (VAPA) Usage by
Individuals Who Are Blind. In Proceedings of the 20th
International ACM SIGACCESS Conference on
Computers and Accessibility. ACM, 249–258.

[2] Tousif Ahmed, Roberto Hoyle, Kay Connelly, David
Crandall, and Apu Kapadia. 2015. Privacy concerns
and behaviors of people with visual impairments. In
Proceedings of the 33rd Annual ACM Conference on
Human Factors in Computing Systems. ACM,
3523–3532.

[3] Tousif Ahmed, Patrick Shaffer, Kay Connelly, David
Crandall, and Apu Kapadia. 2016. Addressing physical
safety, security, and privacy for people with visual
impairments. In Twelfth Symposium on Usable Privacy
and Security ({SOUPS} 2016). 341–354.

[4] Shiri Azenkot, Sanjana Prasain, Alan Borning, Emily
Fortuna, Richard E Ladner, and Jacob O Wobbrock.

2011. Enhancing independence and safety for blind
and deaf-blind public transit riders. In Proceedings of
the SIGCHI conference on Human Factors in
computing systems. ACM, 3247–3256.

[5] Shiri Azenkot, Kyle Rector, Richard Ladner, and Jacob
Wobbrock. 2012. PassChords: Secure Multi-touch
Authentication for Blind People. In Proceedings of the
14th International ACM SIGACCESS Conference on
Computers and Accessibility (ASSETS ’12). ACM,
New York, NY, USA, 159–166. DOI:
http://dx.doi.org/10.1145/2384916.2384945

[6] Cynthia L Bennett, Martez E Mott, Edward Cutrell,
Meredith Ringel Morris, and others. 2018. How Teens
with Visual Impairments Take, Edit, and Share Photos
on Social Media. In Proceedings of the 2018 CHI
Conference on Human Factors in Computing Systems.
ACM, 76.

[7] Stacy M Branham, Ali Abdolrahmani, William Easley,
Morgan Scheuerman, Erick Ronquillo, and Amy Hurst.
2017. Is Someone There? Do They Have a Gun: How
Visual Information about Others Can Improve Personal
Safety Management for Blind Individuals. In
Proceedings of the 19th International ACM
SIGACCESS Conference on Computers and
Accessibility. ACM, 260–269.

[8] Daniella Briotto Faustino and Audrey Girouard. 2018.
Understanding authentication method use on mobile
devices by people with vision impairment. In
Proceedings of the 20th International ACM
SIGACCESS Conference on Computers and
Accessibility. ACM, 217–228.

http://dx.doi.org/10.1145/2384916.2384945


[9] Bryan Dosono, Jordan Hayes, and Yang Wang. 2015.
“I’m Stuck!”: A Contextual Inquiry of People with Visual
Impairments in Authentication. In Eleventh Symposium
On Usable Privacy and Security (SOUPS 2015).
USENIX Association, Ottawa, 151–168.
https://www.usenix.org/conference/soups2015/
proceedings/presentation/dosono

[10] Danna Gurari, Qing Li, Chi Lin, Yinan Zhao, Anhong
Guo, Abigale Stangl, and Jeffrey P Bigham. 2019.
VizWiz-Priv: A Dataset for Recognizing the Presence
and Purpose of Private Visual Information in Images
Taken by Blind People. In Proceedings of the IEEE
Conference on Computer Vision and Pattern
Recognition. 939–948.

[11] Danna Gurari, Qing Li, Abigale J Stangl, Anhong Guo,
Chi Lin, Kristen Grauman, Jiebo Luo, and Jeffrey P
Bigham. 2018. Vizwiz grand challenge: Answering
visual questions from blind people. In Proceedings of
the IEEE Conference on Computer Vision and Pattern
Recognition. 3608–3617.

[12] Jordan Hayes, Smirity Kaushik, Charlotte Emily Price,
and Yang Wang. 2019. Cooperative privacy and
security: Learning from people with visual impairments
and their allies. In Fifteenth Symposium on Usable
Privacy and Security ({SOUPS} 2019).

[13] Shaun K. Kane, Chandrika Jayant, Jacob O.
Wobbrock, and Richard E. Ladner. 2009. Freedom to
Roam: A Study of Mobile Device Adoption and
Accessibility for People with Visual and Motor
Disabilities. In Proceedings of the 11th International
ACM SIGACCESS Conference on Computers and
Accessibility (Assets ’09). ACM, New York, NY, USA,
115–122. DOI:
http://dx.doi.org/10.1145/1639642.1639663

[14] Sylvan Lobo, Ulemba Hirom, VS Shyama, Mridul
Basumatori, and Pankaj Doke. 2017. Coping with
Accessibility Challenges for Security-A User Study
with Blind Smartphone Users. In IFIP Conference on
Human-Computer Interaction. Springer, 3–22.

[15] Maia Naftali and Leah Findlater. 2014. Accessibility in
context: understanding the truly mobile experience of
smartphone users with motor impairments. In
Proceedings of the 16th international ACM
SIGACCESS conference on Computers &
accessibility. ACM, 209–216.

[16] Hanlu Ye, Meethu Malu, Uran Oh, and Leah Findlater.
2014. Current and future mobile and wearable device
use by people with visual impairments. In Proceedings
of the SIGCHI Conference on Human Factors in
Computing Systems. ACM, 3123–3132.

https://www.usenix.org/conference/soups2015/proceedings/presentation/dosono
https://www.usenix.org/conference/soups2015/proceedings/presentation/dosono
http://dx.doi.org/10.1145/1639642.1639663

	Introduction
	REFERENCES 

