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Abstract
The popularity and ubiquity of consumer technologies have
allowed for internet-connected devices to increasingly play
a role in different aspects of children’s lives. There is an ur-
gent need to investigate issues of privacy and power, espe-
cially since many devices are not yet designed for various
users such as children, who engage with technologies fre-
quently without oversight. This position paper argues that
researchers and designers alike should consider children’s
agency, understanding, and independence around digital
privacy literacy. We aim to collaborate in this CHI work-
shop to develop research questions and methods toward
increased representation and involvement of vulnerable
populations in privacy research.
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Introduction
50 years ago, privacy was considered the "right to be left
alone" [6]. Since then, privacy has changed forms, espe-
cially in the digital age. We must be particularly concerned
as children increasingly use Internet-connected devices,
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and rarely grasp the complicated concepts involved in pri-
vacy literacy [3, 12]. If children don’t have an understand-
ing of these concepts, their caregivers must step in to re-
duce their risk and teach them how to be safe. However,
researchers have shown that parents only use passive
techniques to mediate the ways that children use these de-
vices [7]. Thus, this creates a potential risk for children’s
independently-led online safety, as well as concerns for
their learning process.

We are interested in the plethora of opportunities for tech-
nologists and researchers to increase the children’s agency,
understanding, and independence around digital privacy
literacy. We aim to collaborate in this CHI workshop to de-
velop research questions and methods toward increased
representation and involvement of vulnerable populations
in privacy research, while considering aspects of power in
participatory design. We argue that there are opportuni-
ties to better serve the privacy needs of vulnerable users of
technology, especially including children, and increase the
accessibility and visibility of research with children to more
demographically diverse participants. Additionally, we plan
to contribute to disseminating the results of this workshop
widely, to encourage designers in industry to consider the
potential implications of their device’s use by children.

Children’s Perceptions of Digital Privacy
Consumer technologies are predominantly designed by
adults, for adults and they are specifically tailored to meet
the needs of convenience and entertainment. As the pres-
ence of smart technologies grows, we must consider device
usage and privacy considerations for all potential users, in-
cluding children. For example, an interview study conducted
in Minnesota found that 93% of 87 child participants they
talked with at a state fair had used a voice interface tech-
nology before [10]. The rapid adoption of voice technolo-

gies and the lack of customization toward non-adult users
presents opportunities for researchers to explore how the
devices could be better designed to safeguard the privacy
of children.

It is particularly troubling that children may not have accu-
rate perceptions of their online risk. For example, Zhao et
al. [12] studied how children describe common privacy risks
and what their risk response strategies are for different risk
contexts. They found that while children specifically under-
stood inappropriate content, the approach of strangers, and
the dangers of oversharing personal information, they had
lesser understanding of data tracking and online recom-
mendations. In another study, Kumar et al. [7] show how
children understand that certain types of information can be
sensitive, but they struggled to grasp transmission princi-
ples and context, following Helen Nissenbaum’s Contextual
Integrity [8].

Given the complex terminology and concepts behind digi-
tal privacy (e.g., encryption, digital footprint, data tracking),
an open challenge is engaging children in discussing and
applying such abstract knowledge. Black et al. [3] inves-
tigated children’s understanding of privacy from a Contex-
tual Integrity perspective by conducting semi-structured
interviews, which showed that children have limited knowl-
edge and understanding of Nissenbaum’s principles. The
researchers explored participatory design theater as a
method to help children develop a stronger understand-
ing of important privacy principles. We argue that more of
this type of innovation is needed with creative methods for
engaging with children about digital privacy topics—from
assessment to active learning, to co-design of technologies.

Moreover, the extent to which a demographically diverse
range of children have been included in these activities is
unclear. Researchers have begun to explore community-



based methods, such as holding design workshops in local
libraries and museums, to improve access and participation
amongst adults [4] and youth in rehabilitation [1, 9]. We
invite the CHI community to brainstorm new approaches
for reaching children from a broad range of backgrounds,
and share successes or lessons learned. Researchers and
designers should take as many possible users into account
in equitable ways in order to effectively design technologies
for consumers – especially when millions of individuals from
vulnerable populations make up their potential user base.

Involving Children in Research and Design
Researchers have actively involved children in research
for several decades, using methods such as cooperative
inquiry [5] in collaboration with ongoing intergenerational
design teams. In a handful of programs, adults and children
have worked together to ideate, test, gather data, discuss,
and develop prototypes while learning from each other. Al-
lison Druin established an on-going team-like partnership
with participants, rather than working with new groups of
children for short periods, over time, such that “In this way,
children are not subjects for testing, but research partners
who I have come to know and respect” [5] (p. 594). Since
then, researchers have recommended that forming part-
nerships in a process of "ongoing attunement" is an ap-
propriate way to build empathy and establish rapport when
designing with vulnerable populations [2].

More specifically, to understand how children character-
ize creepy, threatening, and fearful technologies, Jason Yip
and colleagues conducted four participatory design ses-
sions with an intergenerational co-design group of 11 chil-
dren called KidsTeam at the University of Washington [11].
Using cooperative inquiry, children and adult researchers
co-designed creepy and, alternatively, trustworthy tech-
nologies and evaluated several technological scenarios to

understand how children conceptualize technological fear.
Children shared feelings that caring adults would guard
them against creepy technologies. The researchers learned
that children’s fear reactions emphasized physical harm
and threats to their relationships, such as with their par-
ents or siblings. The researchers used these findings to
create a conceptual model of creepy technologies and em-
phasized that the relationship between signals of creepi-
ness and responses is mediated by parents’ input. This
presents researchers with the need to consider how parents
and educators may empower, support, and guide children
in developing digital privacy literacy. Additionally, similar to
work by Druin [5], these children are members of a regu-
larly scheduled inter-generational co-design program, called
KidsTeam, with some being members for several years.
Thus, we must consider how representative the conceptual
model is of children more broadly, and how researchers can
expand participation.

Increasing Children’s Participation
We argue that there are open opportunities to increase the
agency, understanding, and independence around chil-
dren’s digital privacy literacy by increasing the involvement
of children in academic research as part of age-appropriate
methods.

Although there has been great work done by researchers
in working with children over long term engagement, the
methods are less clear when researchers lack consistent
access to the same children, consent from parents and time
to devote. The children involved were often from high SES
backgrounds. However, we can consider vulnerable popu-
lations of children who have low trust in authority, low trust
in technology, an unstable home life, little means of trans-
portation, and possibly a history of trauma. They stand to
benefit from technology and could benefit from the pro-



cess of engagement with research and design. We must
consider what methods and approaches may decrease the
difficulty of participation and inclusion, while also trust and
engage with adults to share their opinions honestly.

To build off of [7, 12, 3], researchers must increase chil-
dren’s involvement in the full research and design process,
similar to Druin [5] and Yip et al. [11], while also increasing
the representation of children in these programs. Through
this, children may improve their overall online safety and be
empowered to further explore their digital privacy literacy,
alongside experts. Researchers have the capacity to teach
children about protecting their data. This may be particu-
larly important for at-risk youth who are older, and could
present their own perspectives on privacy concerns through
collaborative research and design methods.

In this workshop, we could discuss alternative methods to
hearing the voice of more demographically diverse children,
and more specifically, less privileged children who don’t
necessarily have the resources to engage with researchers
and participatory design. How can we ensure that more
kids have a voice in the design of technology?

Conclusion
The popularity and ubiquity of consumer technologies prompts
researchers and developers to explore the bounds of the
current capabilities of technology, yet privacy concerns re-
main as the devices are not yet designed for various users
such as children. Privacy concerns should be considered,
surveillance should be reduced, and contextual considera-
tions should be made as children engage with technologies
more frequently without oversight.

We argue that researchers and designers alike should con-
sider children’s agency, understanding and independence
around digital privacy literacy. We aim to collaborate with

colleagues in this workshop toward the development of re-
search questions and potential new research methods to
do a better job of 1) serving the privacy needs of vulnerable
users of technology, especially including children and youth,
2) empowering parents and educators to proactively edu-
cate children about online safety, and 3) increasing the ac-
cessibility and visibility of research with children to a more
demographically diverse range of potential participants.
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